30TH INTERNATIONAL CONFERENCE ON INFORMATION SYSTEMS DEVELOPMENT (ISD2022 CLUJ-NAPOCA, ROMANIA)

Applications of AI Alignment and Anticipatory Networks to
Designing Industrial Risk Management Decision Support Systems
Andrzej M.J. Skulimowski
AGH University of Science and Technology
Decision Sciences Laboratory, Kraków, Poland

ams@agh.edu.pl

Paweł Łydek
AGH University of Science and Technology
Decision Sciences Laboratory, Kraków, Poland

lydek@agh.edu.pl

Abstract
This paper proposes new ideas to be implemented in the design of intelligent decision
support systems (IDSSs) for the management of industrial risks and safety. This class of
information systems links different departments of an enterprise in case of emergency and
supports multiple threat management. It can also cover financial risk management and
long-term resilience planning. The first idea consists of the active use of AI alignment
principles in the design of IDSSs, while taking into account the best AI technologies
available to the developer and expected adversarial technologies. According to the AIalignment paradigm, the AI evolution is modelled to identify the most suitable techniques
to solve security, safety and risk management problems within a given time frame. This
approach is aimed at enterprise resilience building with system design and can be combined with DevOps. The other idea consists of ensuring optimal emergency action planning
by adjusting the IDSS features to cyber-human capabilities and the technical background
of an emergency response. This type of alignment applies anticipatory networks to model
ad hoc organizational structures created to handle crisis situations, including natural disasters, technical accidents, as well as anthropogenic threats. The above ideas have been
applied to the IDSS design for a large industrial plant.
Keywords: AI Alignment, Intelligent Decision Support Systems, Anticipatory Networks,
AI-based Information Systems, Enterprise Risk Management

1.

Introduction

Enterprise risk management (ERM) systems usually focus on financial risks, while industrial
risk management (IRM) is a broader topic, focusing on controlling cyber-physical systems
with video surveillance and other sensors. Both ERM and IRM systems also differ in the time
frame of deployment: ERM is used for long-term financial planning without any pre-determined particular activity of deployment. On the contrary, the relevance of IRM is particularly
evident in crisis situations when the IRM system governs short-term emergency response and
middle-term recovery activities. In this article, we argue that due to the availability of new
artificial intelligence (AI) methods, it is possible to integrate risk management into a multilevel intelligent decision support system (intelligent DSS, or IDSS), covering strategic and
operational planning, as well as ad hoc emergency response. In particular, intelligent decision
models will be supported by machine learning (ML) techniques, enabling autonomous threat
model building from retrieved data streams and prior emergency action records.
Our ideas are inspired by the real-life case of an IDSS designed for a large industrial
plant, where heterogeneous natural and anthropogenic threats can be mitigated with a combination of AI-based techniques, such as machine learning (ML) of threat models, sensor information fusion and understanding, and multicriteria decision making procedures.
These techniques yield optimal response action plans to be processed and executed in
real-time in case of an emergency. The preventive measures are undertaken as outputs
from middle- and long-term planning that also utilize AI methods such as dynamic threat
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maps [13], recurrent-neural network based financial forecasting and natural disaster
scenario planning. A real-life application of multiattribute preference models and other
techniques derived according to the AI alignment principles is the IDSS for designing the
emergency managerial response in an open-cast limestone mine in Poland.
An intelligent DSS that incorporates the above functionalities is capable of recommending situation-dependent risk mitigation actions, operations and strategies to ensure an
optimal level of industrial safety to all planning horizons applicable in an enterprise.
Such systems are termed industrial risk management DSSs or disaster resilience management DSSs (IRM DSSs or DRMSSs [12]). When designing an IRM DSS, its
developers deal with complex information and knowledge management problems that
should ultimately lead to optimal resolution of risk management issues and minimize
related losses. To efficiently integrate risk management at different levels, within all
relevant planning horizons, from immediate remedies to planning complex operations
and long-term strategic resilience-building measures, we propose a causal model of
threats, risks, crisis management decisions, and their consequences. The ultimate model
will be implemented via an IRM DSS to support emergency and risk management decisions at all applicable levels. Optimal decisions are derived from all available threatrelated information, such as sensor data, historical facts on past threats, and the ways and
results of their handling. The constraints on decision rules are imposed either by law or
by the internal regulations at the particular industrial plant. This system is developed
according to the DevOps paradigm, while the experience learned through its operations is
enhanced by links to external AI-foresight and AI-alignment modules. These support
future-oriented development of subsequent IRM DSS releases.
Thus, the primary aim of this article is to propose a software architecture that allows
decision makers responsible for crisis management to integrate the surveillance, signal
processing, and decision support technologies into a holistic industrial security system.
Another aim is the provision of an organizational scheme for the design of specialized information systems for solving industrial resilience and risk management problems. The
functionalities that require intensive development of new AI techniques are the fusion of
information obtained from various sources in real time and the development of optimal
decision algorithms using this information. In addition, ML techniques, including both
reinforcement and semi-supervised learning, may be applied to emergency situations as
well as to define preventive and mitigation measures. A preliminary scheme of the AI-based enterprise risk management system is presented in the next section. In section 3, we
propose an application of AI alignment principles, and in section 4, a causal-anticipatory
model of risks and mitigating actions is presented. Conclusions are provided in section 5.

2.

Industrial Risk Management Problem Statement and Related Research

In the industrial security problems presented in this paper, risk is attributed to external
threats, to information processing procedures that can bias the data with errors, to human
operational errors, and to systematic erroneous decisions that can be made during risk
management. In addition, sensor measurements can be skewed due to their inaccuracy.
The general threat transfer can be modelled as a network, where information loss and
incidental operational and decision-making faults are sources of additional risks. This
network is complemented by the risk management and optimization model involving
decision algorithms, actions, and actuators to implement them. Both components of the
model are coupled by feedback information, received by the sensors, compared to the
values provided by the model and presented to the ML module and to the decision
makers. The DSS engine sequentially uses the above model components and links them
to a semi-supervised machine learning procedure [14]. Assessments of previous
emergency situations serve to elicit labels of current unlabelled sensor data, threat
characteristics, risk mitigation procedure parameters and managerial decisions.
Complex production processes are often related to specific risks caused by the potential occurrence of natural phenomena such as flooding or landslides, industrial accidents,
or anthropogenic threats such as an intrusion or act of sabotage. These threats may simul-
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taneously occur in multiple locations distributed over a large area. The industrial risk
analysis quantifies the potential threat impacts, discerns the relationships between them
and recommends optimal procedures of risk prevention and mitigation measures. The
availability of information stored and processed in other enterprise information systems
(EISs) [5] increases the efficiency of the IRM system. For example, inventory management in an enterprise resource planning (ERP) system provides clues as to where dangerous substances or expensive equipment are stored and exposed to specific risks. The
maintenance support systems process information from sensors linked to the Industrial
Internet of Things (IIoT) [8], while the predictive maintenance modules indicate vulnerable sites and their exposure to risks. Therefore, IRM systems should be interoperable
and take into account data streams from heterogeneous crisis management processes.
The motivation behind applying advanced AI information processing methods and
software results from the will to satisfactorily meet the above challenges by state-of-theart monitoring and prevention technologies [6]. These include visual surveillance cameras, other sensors, as well as autonomous inspection robots. The ML-based automatic
interpretation of images from the protected area, coupled with social media information
[7], may indicate vulnerable sites, e.g., those threatened by flooding during heavy rain.
The information system community noted the relevance of IRM [9] relatively early.
While AI is widely used in financial risk management systems, its deployment in natural
and anthropogenic crisis management systems was rare up until recently [3], [12]. When
designing our IRM DSS, we took into account the current development of crisis management systems with decision support functionalities. They emerged from early warning systems that evolved into cloud-based heterogeneous signal processing [7]. Various crisis
management and DSS architectures were then proposed [3]. The diversity of threats, combined with feasible prevention and mitigation measures, showed an increased relevance
of domain ontologies [1] and quality of information [10]. The evacuation of staff and
equipment turned out to be the most important issue from the perspective of solving resilience problems in the open-cast mine [6]. Among the analytical models applied to model
risks in information systems are system dynamics [4] and Petri nets [15].

3.

AI Alignment Principles Applied to IRM DSS Design

This section provides a background on knowledge management in industrial risk modelling,
referring to the real-life problems occurring in an enterprise that serves as a motivating example for our research. However, we see that the model presented will be useful in solving a
broad family of related industrial risk and safety management problems in different sectors.
A general model of risk management processes data from a network of information
processing modules, which includes sensors, information fusion, decision support, as
well as automated decision-making nodes. Direct signals from threat factor measurement
units, be they automated, supervised or human-operated, serve as inputs. This network is
complemented by the risk management and optimization model involving decision
algorithms, actions and actuators to implement them. Actionable feedback is directly
provided to decision makers by the same information system and processed in the IDSS.
The decision support model contains the following components [13]:
(i) sensors and other information gathering units on all threats, natural or anthropogenic
(ii) two types of information fusion nodes: those capable of fusing information of the same
kind from different sensors (simple fusion), and complex fusion nodes capable of
processing heterogeneous information
(iii) endangered humans, who may face threats to their health or lives, as well as equipment,
vehicles, buildings and other objects linked with threat propagation relation
(iv) lower, middle and top-level decision units, artificial or human, and the decision support
module applying causal and anticipatory decision models at the middle and top levels
(v) first responder teams, robots and other equipment that all implement emergency
management decisions.
The model objects and relations between them can be represented as a dynamic directed
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multigraph, with three types of edges that denote information flow, threat propagation and
impact, as well as decision transmission as commands.
The implementation of state-of-the-art AI techniques is particularly relevant to
support the components (i), (ii) and (iv) of the IRM DSS architecture. The AI alignment
problem, based on a prior needs analysis, has been formulated in [12] for the IRM DSS
within the context of an integrated EIS via the following principles:
1. Identify the best AI technologies to be used in an EIS (including IRM DSS) and implement them in the enterprise to build resilience to external threats, caused by adversarial
AI or not, and keep competitiveness at a satisfactory level.
2. Keep the AI implementation level in an EIS at a level that ensures at least an equally
strong response of this enterprise to the challenges and threats created by external agents
with adversarial AI.
For example, principle (2) requires that the capability of sensors to detect intrusions with
intelligent drones outranks the ability of malicious AI used by intruders to hide themselves.
A general IDSS design procedure involving in-the-loop technology implementation is
proposed in [12]. Here, we detail this approach to the design an IRM DSS for an opencast mine with an AI-aligned portfolio of evacuation algorithms, information fusion, scene understanding and anticipatory decision models (cf. section 4). The alignment procedure uses expert Delphi, bibliometric trend analysis, and web scanning. A functional
scheme of software architecture design based on AI alignment principles applied to the
IRM DSS components (i), (ii) and (iv) for the above application is shown in Fig. 1.

Fig. 1. A generic software architecture of the IRM DSS and an organization diagram of AI alignment
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4.

Application of Causal and Anticipatory Models in an IRM DSS

To reflect the complex character of decision making, in case of emergency, and to design
efficient management procedures that could optimize quantitative criteria, we applied the
anticipatory decision making scheme embedded in an anticipatory network (AN). According
to the definition presented in [11], an AN is a directed multigraph without cycles in each of its
components. An example of a realistic AN decision structure referring to the IRM DSS design
for a limestone mine in Poland is shown in Fig. 2.
The nodes Oi in Fig. 2 correspond to the decision makers. The first graph (red edges
annotated ij) is the impact relation, where Oi at higher decision level defines constraints
on the decisions allowed to be made by Oj. This is denoted as ij(ui,k)={uj,p1,…,uj,p(k)}Uj,
where ui,k is a certain decision made by Oi and Uj is the set of all admissible decisions of
Oj. Unequivocal commands correspond to p(k)=1, but this is an exception, as the main
idea behind the above structure is to allow subordinated decision makers a certain level
of freedom in unexpected circumstances. This freedom is transferred to lower-level units,
rescue teams and actuators. The second subgraph (blue edges annotated fji) models anticipatory feedback, specifically each fji defines the subset Vji of Uj, which contains decisions
solicited by Oi. Vji rarely overlaps with any constraint ij(ui,k), so Oi strives to choose
a decision that substantiates the selection of an element of Vji by Oj.
The IRM DSS design principle behind anticipatory modelling consists of designing
a command structure i,j so that anticipatory feedbacks fji are satisfied to the maximum
possible extent, for example, by a maximum number of them. An optimal sequence of
decisions at each level is then to be found. In-depth quantitative analysis of decision scenarios in ANs with different coordination levels expressed by the functions ij will be
a subject of our future research.

Fig. 2. The anticipatory network applied to the design of decision making procedures in an IRM DSS

5.

Conclusions

Industrial risk management systems will no longer be stand-alone applications. When designing such a system for a large-scale industrial enterprise, several salient development trends
have been detected. The transition from systems focused on information provision, visualisation and presentation to decision makers to intelligent, partly autonomous DSSs, has been
identified from bibliographic scans, as global trends already indicated at the pre-design stage.
Further trends related to the uses of AI in an IRM DSS, which have been confirmed
during a recent Delphi survey targeted at DSSs and IRM DSSs, and applied when
approving the design process principles, are presented below.




AI alignment principles can be combined with DevOps and sequentially used
according to the scheme provided in section 3.
Threat models and decision rules for the current emergency response can be learned
within a semi-supervised ML procedure, with the data labels used for training
inferred from the outcomes of prior solutions to similar problems.
The proposed AI-based DSS design approach can provide viable implementations,
capable of solving heterogeneous industrial threat management problems in real time.
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The deployment of anticipatory networks in IRM-DSSs ensures efficient and flexible
control of threat mitigating action in case of an emergency.

In industrial plants, where there is a need to manage natural hazards with the plant’s own
capabilities, it is necessary to provide both appropriate hardware instrumentation and
intelligent decision-making procedures. Further research on AI-based industrial risk assessment and mitigation will be focused on the analysis and selection of decision support
methods and the final architecture of the IDSS. The specificity of threats and risks that
may occur in an enterprise implementing an IRM DSS will require more penetrative risk
modelling and risk response with appropriate preventive and mitigation actions.
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